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" O kKomnaHuum UserGate

2001 ,2009 ,2010 2012

3anycK nepBow Bepcumn Haqano pa3pa60TK|/| Co34aH BHYTPEHHMUI UserGate — pe3npgeHT
UserGate Proxy NepBOro poCCUNCKOro CTapTarn, B paMKax Akagemnapka B
NGFW UserGate KOTOPOro Hayanacb HoBocnbupcke
pa3paboTka HOBOW
nnaTtopmbl

2019 2018 2016 2015

OTKpbITME NEepBOro cosnaHme 3KCNepTHOW CepTudukaumsa HoBow BbIMYCK HOBOFO UserGate pe3ngeHT
MOCKOBCKOro opuca nabopatopuu 1 Hayano nnatpopmbl no UserGate Kak pelueHua CkonkoBo
UserGate pa3paboTkm co6CTBEeHHbIX  TpeboaHuam OCTIK knacca UTM

annapaTtHbIX nnatopm Poccum

2020 2021 2022

OTKpbITNe odurca Hayano 3KcnaHcmm peann3oBaHO HECKOMbKO TbiCAY BbIXO[ Ha PbIHOK OTKprTI/Ie oduca
UserGate UserGate c nepsbim NPOEKTOB, B OONbLINHCTBE 13 aKoCMCcTeMbl 6e30MacHoOCTH B CaHkT-TleTepbypre
B XabapoBcke oTeyectBeHHbIM NGFW KOTOPbIX 3aMeLLeHbl UserGate SUMMA

Ha pbiHKe Vb Poccum 3apybexHble aHanoru
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it PeweHna UserGate ana meanuUMHbI

A 3awwuTta ot DOS aTaKk
A 3awmTa Beb nopTanos 1 NPUIOKEHUI ANA BHELIHMX MONb30BaTeNen

A be30nacHOCTb BHYTPEHHUX CeTeN OT Pa3HOOOPA3HbIX BHELLIHUX MHTEPHET-
yrpos

A bonbluas 3aperynnpoBaHHOCTb

A be3onacHoCTb MeanumMHCKoro obopynoBaHus (M301nMpoBaTb NOACETH C
Tpadurkom meg 060pyaoBaHUA OT NPOUNX)

A Tpobnema c obcnyxkmBaHnem meg o6opyaoBaHMA NOAPALUYMKAMM
(HegoBepeHHOe yganeHHoe NogktoveHmne)
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it' MeanumnHCcKana opraHusauma —
cy6vekT KU

el

noeHTudukauma n ayteHtupukayma (MAOQ);

el

ynpasneHue goctynom (YIL);

el

ayaut 6esonacHoctn (AY);

el

aHTUBMpPYCHas 3awmTa (AB3);

el

npenoTBpaLleHmne BTOPXKEHUIN U KOMMbloTepPHbIX aTak (COB);

el

3alnTa MHGOPMALIMOHHOW CUCTEMBI N ee KOMNOHEHTOB (31C);

—

pearnpoBaHue Ha KOMNbTepPHble nHumaeHTbl (MHL)
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i UserGate SUMMA

100% BUOAMMOCTb COObITUM 6Be30nacHOCTHU

yﬂ,aﬂeHHble noJjib3oBaTtenn

............................................ YnpasneHue

AHanns
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............................................ Be6-cepBuchbl
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of|un UserGate LogAnalyzer

II|I- SIEM + IRP, generic rules Pre- post-rules, UG Client, SIEM

FrocCONMKA @

CeTeBble (I)yHKI.II/IIlI 0 -
MexceTteBon skpaH MPOU3BOAUTEJIbHOCTb
Pas6op Tpaduka Ha L7

VLAN, PPPoE, LACP, Bridge

UserGate Management Center

=

¢oyHKkumm UserGate 5,6,7 | 7

3awuTa ot yrpos

NnPOU3BOAUTEJIbHOCTb

L7 (hit counters)

COB HoBblli cO6CTBEHHDbIN ABUKOK, CO3AaHNE COOCTBEHHbIX CUTHATYp
NHcnekTnposaHme SSLTLS 1.2 TLS 1.3 IpanynuposaHHasn HacTporika SSL

GRE, VXLAN, IP-IP I:II:IIZII:IEI 3anucb TpaduKa npm cpabaTbiBaHUN

VRF, Multicast mapwpyTtusauns I:II:I SSL-tap, npoBepka SSL Tpaduka

Routing Static, BGP, OSPF, RIP |:|° roctTLS

NAT, DNAT, PBR ICAP

Traffic shaping Nucnektuposanue SSH, nucnekymn GRE, GTP-U un IPSec-

L2 Transparent bridge He3awndpoBaHHbIX TYHHenen

LLDP 3awumTa ot DOS aTak

reo-IP

NpenTndmkayma

nonb3oBaTenemn BesonacHoctb ACY TIN

Captive-noptan L7, IEC 104, Modbus, DNP3, MMS

AD NMPON3BOAUTEJIbHOCTb Hosblie npoTokonb!

Kerberos, NTLM, SSO O6paboTKa sepkanbHoro Tpadpuka

Radius, TACACS+

MFA OnepaumoHHas © BesonacHOCTb NOYTDI

y b o fo cuctema UGOS AHTACnam

HTepHeT-¢unbTpauna unen; . . YnoasiieHue n

MPON3BOAMTENLHOCTb - EE Optimized + ARM P

KoHTeHTHas dunbTpayums ANarHOCTNKa

Mopdonornueckunii aHanms AR\ AHanus yrpos Web Interface

AnTuBnpyc (ceoii) | 74 MoaaepxKa koHuenuun SOAR CLI Bce pyHKLMM, NOTMYECKI OTARNEH OT

MHcnekTtupoBaHue SSL web interface

K3 UPL (UserGate Policy Language)
OpraHmsagvm =] MPOCMOTP 1 cbpoC cHeTUNKOB
ynaneHHo“ paﬁo-rb| [« —] NHTepdeCcoB, oTobpakeHne
L2TP IPSec VPN YCTaHOBMNEHHbIX CeCCUii, oTobpakeHne
Cosmectumoctb ¢ Cisco VPN OTKa3OYCTOI7I‘-I|/IBOCTb ;lpasvm UseGate ﬂ°W6
Web-nopran (SSL VPN) FOCT TLS Knactep koHdurypaumm AaR':)”tC'LlTpad)”Ka B NIODOM Hanpaenennm
Reverse-npokcn FOCT TLS Knactep A-A AP X!é\]/ILeREST AP
www.usergate.ru | sales@usergate.ru lpanynuposaknan HacTpoiixa SSL Knactep A-Tl Me

GRE noBepx IPSec n IPsec nosepx GRE ByPass

noaaepka cloud init
LIVE BACKUP, snapshot
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MNoanepxka ACY TI
(SCADA)

.

KOHTpOnb npnnoXxeHun
Ha ypoBHe L7

S5L

HewndpoBaHne
SSL, SSH
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AHTMBUpPYCHaA
3awmra

Lol a)
Lol a el

[ocTeBOV nopTan

=

NaoeHTndunkaymsa
nonib3oBaTenen

.

KoHTponb MOOUIbHBIX
YCTPOWUCTB, nogaepKa
KoHuenuun BYOD

[21N)

LleHTpanbHas
KOHCONb

SIEM UserGate
Log Analyzer

¥

UG Client
EDR, NAC, VPN
3almTa KOHEeYHbIX CTaHLU NN
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